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Abstract

We need new thinking for the regulation of mobile money because of the novelty of the service. 
Banking has existed for at least 800 years. Over that time policymakers have developed a deep 
understanding of risks from banking, tools that address those risks, and how such tools fit together 
in a regulatory framework.  By contrast, mobile money emerged in 2004, creating a range of risks 
to users and surrounding economies that we are only just starting to understand and requiring 
new regulatory tools. 

New thinking is required now because of the rapidly growing size of mobile money sectors. 
Initially launched in 2004, there are now over one billion mobile money accounts in 95 developing 
countries, processing a combined $US2 billion in transactions every day.

This paper aims to stimulate new thinking by identifying the functions of mobile money and risks 
to users’ funds and surrounding economies that can emerge through failure of a mobile money 
firm (MM firm). The paper also explores four regulatory issues created through mobile money: 
appropriate governance tools for trusts instruments, legal instruments civil law countries can use 
in the place of trusts, potential systemic risk that can arise through collapse of a major MM firm, 
and crisis management tools that can address such a collapse. 

This paper draws upon mobile money contractual and regulatory material from fourteen countries. 
These are Kenya, Tanzania, Uganda, Rwanda, Nigeria, Bangladesh, India, Pakistan, Indonesia, 
Tonga, Samoa, Vanuatu, Papua New Guinea and Fiji.
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‘Mobile money’ is a mobile phone-based electronic funds storage and transfer service.¹ A user 
can deposit, store, transfer and withdraw funds from her mobile money account, much like a bank 
deposit. The firm providing the service is normally a mobile network operator or another type 
of non-bank, called a ‘mobile money firm’ (‘MM firm’) in this paper. Users can normally deposit 
and withdraw funds through ‘cash merchants.’ These are corner stores, petrol stations, and other 
outlets operating on behalf of MM firms.

‘M-Pesa’ in Kenya is a particularly famous mobile money service. Safaricom, a phone company, 
provides this service. Launched in 2007, there are now 31.6 million M-Pesa users in Kenya.²

This paper explores three interrelated questions surrounding the protection of users’ funds stored 
with an MM firm. ‘Users’ includes customers and cash merchants. One, what are the risks to users’ 
funds stored with an MM firm and the surrounding economy should the firm become bankrupt? 
Second, what tools, if any, can we use to address this potential problem? And what trade-offs arise 
in using these tools?

As will be explored below, these questions, particularly the first, revolve around potential loss 
of funds or a delay in returning them to customers. Either event would disrupt a mobile money 
service. Recent events suggest even a short-term outage of mobile money could have significant 
consequences for the surrounding economy, suggesting we now need to begin developing 
comprehensive answers to the questions discussed above. For example, on 7 December 
2018, M-Pesa experienced a six-hour network outage in Kenya.³ This outage halted M-Pesa’s 
transactions, estimated at 679.3 million Kenyan shillings every hour. Millions of Kenyan M-Pesa 
users could not make payments to utility firms, hospitals, banks, government agencies, and other 
actors in Kenya. In 2016, the Ugandan Government shut down mobile money for several days.⁴ 
Anecdotal consequences of that failure included country-wide and sudden inability to pay school 
fees, electricity and water bills, resulting in widespread loss of access to these utilities. There was 
also extensive loss of confidence in formal financial services; many people withdrew funds from 
their mobile money accounts.⁵

The protection of users’ funds is relevant to a large number of economies because of the rapid 
growth of mobile money. Initially launched in 2004, there are now over one billion mobile money 
accounts in 95 developing countries, processing a combined $US2 billion in transactions every 
day.⁶

The newness of mobile money means we need ‘new thinking’ for protecting users’ funds. A 
comparison with banking is useful here. Banks have existed for at least 800 years and, on some 
definitions, much longer, potentially 3,000 years.⁷ Over that time banks have moved through many 
cycles of prosperity and failure, enabling policymakers to develop a relatively extensive regulatory 
toolkit. Mobile money has existed for a much shorter period of less than 20 years, providing limited 
insights for regulators of risks and appropriate regulatory and supervisory frameworks. There have 
not been any court cases clarifying many important legal and regulatory issues for mobile money 
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which will be discussed in this paper. And we cannot directly implement many banking regulatory 
tools to mobile money because of important differences between these services, which the paper 
explores. 

The author’s previous work, supported by the Pathways for Prosperity Commission at Oxford 
University’s Blavatnik School of Government, provided an initial foray into new thinking on mobile 
money by introducing the functional approach to regulation.⁸ This approach involves focusing 
on the services or functions of a financial system or service rather than the institutions providing 
it.⁹ The functional approach facilitated an analysis of the basic services of mobile money, risks to 
users’ funds from institutional distress of a MM firm, and tools that can address those risks. Here 
‘institutional distress’ means major liquidity and potentially insolvency problems facing a MM firm.¹⁰ 

This paper develops this initial work and new thinking more generally in a number of ways, 
focusing primarily on institutional distress of a MM firm. The paper provides additional detail on the 
functions of mobile money as emerging from the contractual terms that underpin the service and 
the surrounding regulatory environment. This combination reveals that mobile money functions as 
a shadow limited-purpose deposit. It means a mobile money account provides similar customer-
facing functions as a bank deposit, but without access to bank regulation, particularly crisis 
management tools such as deposit insurance, lender of last resort, and accelerated bankruptcy 
regimes.  By extension, the main risks to users’ funds are  liquidity (the MM firm has insufficient 
liquid assets to perform one or more of the core functions of mobile money), and risks that arise 
if/when the MM firm enters bankruptcy proceedings, which include loss of value (some or all of 
users’ funds may be used to repay debts that the firm owes to third party creditors), and illiquidity 
(users face a delay in accessing their funds during the insolvency process). 

The paper also moves further than the author’s earlier scholarship¹¹ by delving into four issues 
raised by mobile money. One issue is appropriate governance tools for trusts instruments. This 
question is relevant to ‘common law’ countries, namely those that follow the British legal tradition. 
Many common law countries require MM firms to store users’ funds in a trust.¹² However, many 
trusts have limited governing rules and supervisory arrangements, exposing users’ funds to a 
range of risks. The paper proposes rules and supervisory mechanisms that can strengthen the 
performance of trusts in protecting users’ funds. 

Another issue is determining which legal instruments civil law countries – which follow Continental 
European traditions – can use in the place of trusts. The paper explores a patchwork of different 
tools that, collectively, can provide some of the protections of a trust. 

Potential systemic risk is also emerging as a key issue in larger mobile money schemes, but we have 
little understanding of the form it might take. The paper begins building such an understanding 
by claiming that realization of illiquidity risk during bankruptcy of an MM firm can potentially have 
‘systemic’ consequences by halting a very large number of transactions in an economy. 

Crisis management tools – normally used on banks in institutional distress – is another frontier 
regulatory issue for mobile money. Some countries have attempted to adapt crisis management 
tools from banks to mobile money but their effectiveness is unclear. The paper proposes an 
accelerated funds transfer mechanism that could comprise part of a crisis management toolkit for 
MM firms. 
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This paper explores each regulatory issue by reference to the original M-Pesa contractual 
arrangements and later regulatory frameworks that have emerged in fifteen countries in Africa, 
Asia and the Pacific. These are Kenya, Tanzania, Uganda, Ethiopia, Rwanda, Nigeria, Bangladesh, 
Pakistan, Indonesia, Malawi, Tonga, Samoa, Vanuatu, Papua New Guinea and Fiji (collectively, the 
‘focus countries’). 

The broad conclusion is that we are still at an early stage in addressing the regulatory issues in the 
paper. On some we have primarily ideas of basic legal structures. Even then there are a range of 
unresolved policy questions. Other tools, such as accelerated bankruptcy regimes, still need to be 
designed. We need to attend to these issues now given the rapidly growing size of mobile money 
sectors across the developing world. This paper also provides starting points for understanding 
these regulatory issues. 

The paper has six parts. The first outlines the functions of mobile money, risks created to users’ 
funds and potentially the surrounding economy, and the basic objective of most regulatory 
frameworks. The second explores appropriate governance tools for trusts instruments. The third 
proposes legal instruments civil law countries can use in the place of trusts. The fourth examines 
potential systemic risk that can arise through collapse of a major MM firm. The fifth proposes crisis 
management tools that can address such a collapse. The sixth concludes and suggests next steps 
in developing new thinking in mobile money. This section emphasizes that we need to understand 
how regulatory tools operate both individually and as part of a toolkit.
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Money provides a ‘shadow limited-purpose deposit’ service to users. Let us examine each 
component of this definition, based on the M-Pesa contractual terms and conditions.¹³ This 
discussion below is broadly generalizable to most other mobile money schemes. This is because 
such schemes tend to provide the same basic functions as M-Pesa and are subject to broadly 
similar regulatory schemes.¹⁴ M-Pesa is a useful starting point because the service discloses a 
range of contractual terms that apply to the service.¹⁵

1. Functions, risks, and the purpose of regulation

5

1.1 Functions of Mobile Money

1.1.1 Shadow

M-Pesa is shadow in nature because a firm provides core functions of banks but is not subject 
to bank regulation, particularly ‘crisis management tools’ such as lender of last resort, deposit 
insurance, and bail out. The original M-Pesa documentation specifically states that M-Pesa ‘is 
neither a bank nor a deposit-taking institution.’¹⁶ To give effect to that intention, Kenyan policymakers 
did not apply crisis management tools to M-Pesa.

This interpretation of ‘shadow’ as involving the provision of core functions of banking outside of 
bank regulation – particularly crisis management tools – draws upon definitions of other so-called 
shadow systems. For example, Pozsar et al (2009; 2013) define the ‘shadow banking system’ as 
comprising firms performing credit, maturity, or liquidity transformation – traditionally key functions 
of banks –  outside the perimeter of the regulated banking system.¹⁷ Similarly, Awrey and van 
Zwieten (2017) define the ‘shadow payments system’ as performing payment functions – also core 
functions of banks - outside the ambit of bank regulation.¹⁸

Usually, some regulation applies to shadow systems such as mobile money. For example, originally 
Safaricom was subject to Kenya’s Communications Act and the Central Bank of Kenya (CBK) 
closely monitored the contractual arrangements operating between Safaricom and other actors 
in the service, comprising a form of enforced self-regulation.¹⁹ In 2014 the CBK implemented 
mobile money regulations, an approach taken in other countries.²⁰ However, mobile money is not 
normally subject to bank regulation, particularly crisis management tools.

1.1.2 Deposit

A mobile money account is a deposit because it provides the basic services of a bank deposit. A 
user can deposit, store, transfer, and withdraw funds from her mobile money account.²¹ These are 
the same basic functions a depositor can access from her bank deposit.²² Other mobile money 
schemes provide broadly comparable functions to M-Pesa.²³
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1.1.3 Limited purpose

Mobile money is a limited purpose deposit because usually a user cannot access the full 
functionality of a bank deposit. Put alternatively, a mobile money account provides the same 
basic functions as a bank deposit. However, contractual rules mean that a mobile money account 
provides more limited versions of those functions than a bank deposit. Usually these limitations 
are implemented to help ensure that people use mobile money for transfer rather than storage 
purposes. Safaricom and the CBK took this approach for M-Pesa.²⁴

There are two sets of differences between a mobile money account and bank deposit. The 
discussion below focuses on both. 

i. User-facing

There are four main user-facing limitations that apply to M-Pesa and usually most other mobile 
money accounts. By ‘user-facing’ this means services that a user can access through a mobile 
money account, similar to what a depositor can do with her bank deposit. 

One is restrictions on how much a user can store in her mobile money account. For example, in 
2007 a user could only store a maximum of KSH 50,000 in her M-Pesa account.²⁵ Kenyan regulation 
now permits a user to store KSH 300,000 in her mobile money accounts.²⁶

Another is that an M-Pesa user does not receive interest payments, unlike Kenyan bank deposits. 
This means M-Pesa provide less functionality than a Kenyan bank deposit, which tended to provide 
interest payments of around 8.5 to 8.75% in Kenya in 2007.²⁷

The original M-Pesa service was non-interoperable. This means that an M-Pesa user could not 
transfer money to other mobile money systems that later emerged in Kenya. In contrast, in 2007, 
a Kenyan depositor could make payments across all banks in the country.

Finally, an M-Pesa account does not come with the full theoretical availability and safety of a bank 
deposit because crisis management tools do not normally apply to this service. This point requires 
additional explanation.

Usually, regulation that applies to mobile money is ex ante in nature. These instruments operate 
at the time the user provides money to an MM firm.²⁸ Normally, ex ante instruments operate to 
minimize the likelihood of ‘financial distress’ – liquidity or bankruptcy problems – of a firm. For 
example, portfolio requirements – involving requiring an MM firm to store funds in liquid assets, 
increases the probability that the firm has sufficient liquid assets to honour a user’s request to 
withdraw funds without facing financial distress. Some of these instruments also protect users’ 
funds in bankruptcy. For example, as will be discussed below, storing users’ funds in a trust can 
help ensure such funds are available if the MM firm enters bankruptcy proceedings.

Crisis management tools provide a special role to a bank, which is the type of firm normally subject 
to them. Crisis management tools are so-called ex post in nature, meaning they apply to a bank 
in financial distress. Such instruments can be termed ‘crisis management’, because they apply on 
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the grounds that failure of one or more banks can cause wider systemic consequences, amongst 
other reasons.²⁹ And crisis management tools provide a special role to a bank by enabling this 
type of firm to continue operating during periods of institutional distress where most, or all other 
types of firms would be required to enter bankruptcy proceedings.³⁰ Particularly common tools 
on a bank include one or more of deposit guarantee schemes, emergency liquidity assistance 
facilities, and special resolution regimes. 

In turn, assuming crisis management tools operate effectively, the special role given to a bank 
then means bank deposits are available and safe in ways not shared by most or any other services. 
Theoretically, ex ante regulation means bank deposits are available in so-called ‘good times’ – 
when a bank is operating effectively. Crisis management tools means bank deposits are also 
available, in some form, when a bank is in institutional distress.³¹

In contrast, an MM firm is not normally subject to crisis management tools which means, 
theoretically, a mobile money account is potentially available in ‘good times’ but not necessarily 
accessible during periods of financial distress of the firm. This is an important functional difference 
between a mobile money account and bank deposit, discussed further in Section 5. This point is 
theoretical because, in practice, a policymaker may quickly adapt crisis management tools from 
banking on a financially distressed MM firm. This may be done from a realization, at the time, that 
collapse of this firm may have important, negative consequences for the economy.

ii. Limitations on the MM firm

Limitations on the functions of mobile money – i.e. its limited purpose nature – also emerge on the 
asset side of the balance sheet of an MM firm – namely what it can do with users’ funds. Banks can 
engage in credit creation, creating loans and providing a claim to a depositor. Safaricom and other 
firms are usually prohibited from engaging in credit creation. Instead, beginning with M-Pesa, 
usually all users’ funds must be stored in a trust account and held in liquid assets such as bank 
deposits and/or government securities.³²

Over time, regulatory frameworks have gradually blurred the functional differences between a 
mobile money account and bank deposit. For example, mobile money has become interoperable 
in an increasing number of jurisdictions, including Bangladesh, Indonesia, Pakistan, and most 
recently, Tanzania.³³ Interest payments can now be paid to users in some countries, such as 
Tanzania and Ghana.³⁴ And some countries, including Nigeria and Kenya, have extended some 
crisis management tools for banks to mobile money, particularly pass through deposit insurance.³⁵
 
However, there still remains broad functional distinctions between most mobile money accounts 
and bank deposits. For example, interest payments from funds stored within mobile money 
systems tend to be banned in most jurisdictions or must be paid to charities, such as in Kenya.³⁶ 
And overwhelmingly countries require MM firms to store users’ funds in liquid assets and prohibit 
them from engaging in the type of credit creation traditionally the preserve of banks.³⁷

Classifying mobile money a shadow limited-purpose deposit system helps uncover risks to users’ 
funds that arise from collapse of the service. These are outlined below.
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1.2 Risks

We can better understand the risks to users’ funds by putting ourselves in the shoes of a user 
engaging with an MM firm. In this case, the user accesses the functions of mobile money by 
handing over cash and receiving an equivalent amount of e-money on her phone. She normally 
does so by contracting with cash merchants operating on behalf of an MM firm, as discussed 
above.

The diagram below begins the process of mapping out the user’s experience, focusing on the 
functions that she accesses through mobile money. We can then move onto risks that arise in the 
course of her doing so. Later we can analyze regulatory arrangements that countries have used 
to address these risks.

Diagram 1: Accessing Functions

By accessing these functions, users’ funds become exposed to a range of risks, although the 
newness of mobile money means we are still working out exactly what forms these risks would 
take. We know that these risks emerge through the way the MM firm invests users’ funds and 
otherwise manages its assets. The discussion below examines these risks, focusing on a state of 
nature analysis. This involves analyzing potential investment choices open to an MM firm without 
any governance or regulatory tools, such as trusts. Doing so can help us more closely analyze the 
risks to customers’ funds. We can later build on that analysis by identifying regulatory tools that 
can respond to those risks. Two types of investment choices generates two sets of risks to users’ 
funds.

1.2.1 Liquidity

An MM firm may invest users’ funds in illiquid business assets, such as a mobile phone tower, 
creating so-called ‘liquidity’ risk. This means the MM firm may not be able to liquidate its assets in 
time to pay out users’ funds. This liquidity problem means the firm is insolvent on a cash flow test, 
meaning it cannot pay debts as they fall due.³⁸



9

Regulation often aims to address this problem by requiring MM firms to store funds in a bank.³⁹ In 
theory, doing so can ensure that an MM firm always has sufficient liquid assets to cash-in users’ 
funds if and when required.

The problem is that usually a bank deposit can be liquid but banks are themselves a source of 
liquidity and bankruptcy risks which in turn creates risks to user’ funds. This problem arises due to 
the nature of the bank account. An MM firm collects funds from multiple users and stores them 
in one pooled bank account. The MM firm is the relevant depositor because the deposit is in its 
name.⁴⁰ The bank uses this bank deposit to fund its operations just like any other non-mobile 
money deposit. This means institutional distress of the bank can create two lots of risks to the MM 
firm and, through it, users’ funds:

• Bank liquidity: creates a potential liquidity problem for the MM firm. This is because the asset in 
which users’ funds are stored (a bank deposit) is not readily available to be converted into cash;

• Bank insolvency: creates a potential balance sheet insolvency problem for the MM firm. This is 
because one of the firm’s assets (a claim against a bank) has lost value, thereby diminishing the 
asset base of the MM firm. 

As discussed above, crisis management tools can address a bank in institutional distress but may 
not provide the protection of mobile money users’ funds that policymakers may desire. Often 
such tools are not available in developing countries. For example, only 29 African countries have 
deposit insurance.⁴¹ Even if crisis management tools exist, they may not operate in ways that 
protects users’ funds. And ultimately the MM firm’s pooled bank account and through it, users’ 
funds have even less protection than regular deposits. In particular, the pooled bank deposit may 
greatly exceed a country’s deposit insurance ceiling. For example, in September 2013, there were 
£4.8 billion of M-Pesa’s users’ funds stored in a bank deposit with the Commercial Bank of Africa. 
Kenya’s deposit guarantee scheme insures funds up to a maximum of KSh100,000, or about 
£695.00. This meant M-Pesa users’ funds were virtually uninsured against bank failure.⁴²

1.2.2 Bankruptcy risks

An MM firm can invest users’ funds in risky assets and otherwise mismanage its assets so that it 
becomes balance sheet insolvent.⁴³ This means the firm’s assets are worth less than its liabilities.⁴⁴

A comparison of the treatment of banks and MM firms in financial distress become crucial at 
this juncture. A policymaker can use crisis management tools to enable a bank in financial 
distress to avoid entering a country’s regular bankruptcy regime. In contrast, without access to 
crisis management tools, an MM firm in institutional distress will usually enter a country’s regular 
bankruptcy regime. ‘Regular’ means the type of bankruptcy regime that applies to all non-banking 
firms.

The corporate bankruptcy regimes of most countries contain two sets of provisions which in turn 
exposes users’ funds to two main risks. The discussion below explores these risks by reference to 
M-Pesa and Kenya’s bankruptcy regime.
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1.2.2.1 Loss of value risk

Loss of value risk means during bankruptcy proceedings some or all of users’ funds may be used 
to repay debts that the MM firm owes to third party creditors. That means users will only obtain 
a fraction of what they originally provided to the MM firm. So a user who deposited $100 into a 
mobile money scheme may only receive $50 at the end of bankruptcy proceedings. The remaining 
$50 is lost to third party creditors of the MM firm. 

Loss of value risk arises in two conditions. One of these is that mobile money users are classified 
as unsecured creditors of the MM firm. The other is that the country’s bankruptcy regime has 
a provision which states that unsecured creditors share in any subsequent distribution of the 
debtor’s assets on a pro rata basis. This means, users, as unsecured creditors, are repaid after 
other creditors of the MM firm have been paid. Kenya has such a provision, meaning M-Pesa users 
are exposed to loss of value risk.⁴⁵

New thinking is required in relation to loss of value risk. This is because it is not clear whether 
mobile money users are unsecured creditors of the MM firm and more generally their ranking 
when compared to other creditors of that firm. Users of other non-bank payment and financial 
services, such as the Mt Gox crypto currency exchange, have been classified as unsecured 
creditors.⁴⁶ By analogy, depositors usually have a relatively low standing in the hierarchy of bank 
creditors. For example, Ethiopia’s Banking Business Proclamation has the following ranking: 
secured claims, remuneration, necessary and reasonable expenses of the receiver, creditors who 
extended new credit to the bank after the appointment of the receiver, salaries and other benefits 
of non-managerial staff for 3 months prior to insolvency, deposits, taxes owed to the Federal/
Regional Governments, other claims against the bank, and interest on claims. The classification 
will depend upon a range of factors including the nature of the funds being deposited, the terms 
of the relationship between users and the MM firm, and domestic law that governs these terms. 
The legal consequences of alternative classifications also requires additional research.

1.2.2.2 Illiquidity risk

Illiquidity is a second key risk that can arise through bankruptcy proceedings. This means users 
face a delay in accessing their funds. Illiquidity risk arises because bankruptcy proceedings in most 
countries will require creditors of the firm – such as mobile money users – to wait for bankruptcy 
proceedings to conclude before they can access any moneys that they are due to receive at the 
end of the process. Kenya’s Insolvency Act has such a provision.⁴⁷

M-Pesa users face significant illiquidity risk due to the relatively slow pace of Kenya’s bankruptcy 
proceedings. The average bankruptcy proceeding in Kenya – judged by reference to a mid-
sized hotel chain – takes 4.5 years.⁴⁸ Safaricom, as a very large firm processing many millions of 
transactions, may take much longer than this time frame. Unless there were regulatory frameworks 
to the contrary, M-Pesa users would be unable to obtain their funds from Safaricom during this 
time.
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The table below provides a basic definition and explanation of bankruptcy risks, focusing on the 
legal effect and then ‘real world’ consequences for M-Pesa users.

Table 1: Basic Risks to Users’ Funds in Kenya

Realization of these risk can potentially cause various forms of systemic risk. Section 5 explores 
potential systemic risk in greater detail.

1.3 The Purpose of regulation

While we are learning about the risks to mobile money users’ funds there is significant consensus 
on an appropriate objective of regulation: the so-called 1:1 relationship. This means the amount 
of funds received from the public, which is stored in liquid assets (usually bank accounts), should 
be equivalent to the amount of so-called ‘e-money’, i.e. funds stored in people’s mobile money 
accounts. The original M-Pesa model contained the 1:1 relationship, later reflected in a wide 
number of regulatory frameworks across the focus countries.⁴⁹

The question then becomes: what regulatory tools can support the 1:1 relationship and what trade-
offs arise in using them? The next section explores this question, beginning with using trusts to 
protect users’ funds.⁵⁰
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Storing users’ funds in a ‘trust’ has emerged as a key regulatory tool across common law countries.⁵¹ 
Common law countries follow the British legal tradition. When applied to mobile money, a trustee 
will hold users’ funds (trust assets) on behalf of users (as beneficiaries of the trust). Users will then 
hold a beneficial interest in the trust fund. M-Pesa pioneered this approach.⁵²

Trusts can address loss of value risk. This is because, effectively drafted and implemented, a 
trust has asset segregation effects – it ring-fences users’ funds from the assets of the MM firm. 
This means creditors cannot access users’ funds during bankruptcy proceedings.⁵³ In turn, this 
means users’ funds will retain their full value during corporate bankruptcy proceedings and will be 
available for users at the conclusion of those proceedings.⁵⁴

The challenge is that many countries require funds to be stored in a trust but provide little, if any 
guidance, of what should comprise the rules of this instrument and how to ensure that the MM 
firm and/or a trustee complies with them. For example, Bangladesh’s mobile money regulations 
require users’ funds to be stored in a trust account.⁵⁵ However, there is no guidance about what 
rules or supervisory arrangements apply to the trust account. Instead, regulatory provisions simply 
state that the amount of e-money issued to the public must be equivalent to the amount stored 
in the ‘nominated trust cum settlement accounts of the [MM firm] with scheduled commercial 
bank(s) and invested amount in Government Securities.’⁵⁶

Insufficient rules and/or oversight matters because of the potential for commingling, which 
can make a trust legally invalid. Here commingling means the MM firm and/or trustee may mix 
users’ funds – stored in the trust account – with the firm’s other assets. A firm may be particularly 
interested in doing so if it is facing liquidity problems and needs more assets, such as users’ funds. 
Commingling can make the trust legally invalid which in turn means this instrument does not 
protect users’ funds against loss of value risk.⁵⁷

A policymaker can take several steps to effectively design and supervise a trust account. We look 
at three below.

2. Trusts

2.1 Establishing a trust

A policymaker can require an MM firm to take two main steps to support the legality of a trust. One 
is, require the MM firm to use a trust deed. This is a legal document that outlines how the trust 
relationship between the trustee and users (as ‘beneficiaries’ of the trust) will operate. A second is, 
require that this trust deed contains a declaration of trust. This means the trustee declares that it 
holds users’ funds (‘trust assets’) on behalf of users.⁵⁸

A trust deed and declaration of trust are useful because they provide strong intention to establish 
a trustee relationship between the trustee and users, which in turn contributes to the legality of 
the instrument.⁵⁹ Alternatives involve a person using a non-trust document (such as a regular 
contract) and/or not including a declaration of trust. These alternatives provide weaker intention 
to establish a trust arrangement.
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2.2 Terms of the trust

Trust legislation can provide guidance on the type of rules that should be involved in a mobile 
money trust. Such rules comprise ‘trustee duties’ towards users and so, by extension, users’ 
funds. Legislative instruments can be useful because they codify a range of trustee duties which 
have evolved over centuries of trust law. Such duties can be imported into a mobile money trust 
instrument. For example, New Zealand’s Trusts Act contains particularly useful trustee duties, 
including:

• Know the terms of the trust; 
• Act in accordance with the terms of the trust; 
• Act honestly and in good faith; 
• Act for the benefit of beneficiaries or to further the permitted purposes of the trust; 
• Exercise powers for proper purposes; 
• A general duty of care; 
• Invest trust assets prudently; 
• Avoid conflicts of interest; 
• Do not exercise power for his/her own benefit;
• Act for no reward; and 
• Do not profit from activities performed as trustee.⁶⁰

Two factors are particularly important when considering the design of rules for a mobile money 
trust. One of these is that any trust rules must be consistent with the general law of trusts as well 
as domestic trusts and insolvency legislation. In Samoa, these obligations come from the Trustee 
Act (1975) and Trustee Companies Act (1988). In Vanuatu, such obligations are contained in the 
Trustee Company Act (1971). A trust can only address loss of value risk if a country’s insolvency 
law recognizes that a trust has fund segregation effects: ring fencing beneficiaries’ assets (namely 
users’ funds) from the claims of other creditors of a firm in bankruptcy proceedings (in this case 
an MM firm).

Second, there may be a trade-off involved in requiring an MM firm to implement more extensive 
rules of the type extracted from New Zealand’s Trust Act. This trade-off applies between 
consumer protection and ‘financial inclusion’, which tends to involve helping communities without 
financial services (known colloquially as the ‘unbanked’) to access such services.⁶¹ More extensive 
trust governance rules and supervision may complement financial inclusion by encouraging 
policymakers to permit mobile money to launch and grow. To the extent that unbanked and other 
low-income communities learn about and take notice of governance rules for mobile money, more 
extensive trust rules and supervision may also build trust amongst such communities towards the 
service. However, trust governance rules may impede financial inclusion for users ‘at the margins.’ 
This is because regulation, in this case mandated trust terms, can raise compliance costs on MM 
firms. Such costs may be passed onto users in the form of higher fees. In this situation, users at the 
margins may be unable to afford the service. Alternatively, if MM firms shoulder the cost, they may 
find it unprofitable to develop and implement mechanisms to reach unbanked communities.⁶²
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2.3 Supervision of the trust

Any trust rules implemented above must be monitored and enforced, making supervision 
important. This section explores different supervisory options.

One option involves permitting entirely private arrangements, in which users are solely responsible 
for monitoring how the trustee manages trust assets and maintains the 1:1 relationship. Users 
would also be responsible for enforcing the terms of the trust by suing the trustee.

Several factors suggest that mobile money users may be unlikely to effectively monitor and 
enforce trust terms. Most mobile money users have very limited previous experience with formal 
financial services and trusts, making it less likely that they will know when and how to enforce 
trust terms. A significant portion of these users also tend to live in dispersed, rural areas, making 
it costly for them to co-ordinate their monitoring and enforcement activities.⁶³ And low education 
levels amongst users means they may be unable to make effective use of disclosed information 
about how to monitor and enforce the trust.⁶⁴

Challenges with courts in developing countries may also be relevant. Users would need to take the 
trustee to court, prove that there has been breach of the trust duties, and seek relief. Limitations 
with courts in developing countries may increase costs on mobile money users seeking to sue the 
mobile money trustee, making the process slow, cumbersome, and potentially ineffective. 

The World Bank’s Doing Business Survey provides a proxy for identifying the quality of courts. 
This survey measures the time and costs of enforcing a contract, judged as a portion of the value 
of those costs against the overall claim value. In Kenya this figure was 41.3% in 2007⁶⁵ and is now 
41.8%.⁶⁶

In response, a public actor can monitor and enforce trustee duties in a mobile money trust on behalf 
of users, using administrative powers. One model is the United Kingdom’s Charity Commission. 
This actor registers and regulates charities in England and Wales. The Charity Commission also 
removes charities that are not considered to be charitable, no longer exist or no longer operate.⁶⁷ 
The UK Charity Commission can take a number of actions should it believe that a charity is no 
longer operating in a charitable way, including:

• Restrict the transactions into which a charity may enter;
• Appoint additional trustees;
• Freeze a charity’s bank account; 
• Suspend or remove a trustee; and
• Appoint an interim manager.

A regulator could adopt a role similar to the UK’s Charity Commission in relation to the mobile 
money trust. It could monitor the trust arrangements, checking both compliance with trustee 
duties and the 1:1 relationship in general. The state could then take similar actions to those listed 
above in the event that the trustee was not complying.
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2.4 Technology

Technology could also be particularly useful at this juncture. A regulator could invest in an 
automated check of the 1:1 relationship. This involves reconciling the total of all trust investments 
against the amount of e-money issued to the public. This could potentially be done daily and could 
come with an in-built warning notification for the trustee and/or regulators if the 1:1 relationship 
has been breached.
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As discussed in Section 2, in common law countries trusts can protect mobile money users’ funds 
through asset segregation. Doing so then protects such funds from loss of value risk. 

We need new thinking for asset segregation in ‘civil law’ countries because trusts are not generally 
recognized in such jurisdictions.⁶⁸ Civil law countries follow Continental European legal traditions. 
Some civil law countries have tried to implement trusts through international treaties, but usually 
there are very few members of such arrangements.⁶⁹ This means that civil law countries cannot 
simply codify common law features of a trust in domestic regulation due to differences between 
these types of legal systems.⁷⁰

The newness of mobile money means we have little understanding of which alternative instruments 
civil law countries can use to segregate assets and protect users’ funds from bankruptcy of the MM 
firm. Reflecting that lack of understanding, civil law countries often state that asset segregation 
must take place but do not specify an instrument that makes such an arrangement legally valid. 
For example, Ethiopia states that users’ funds ‘belong to users… and [are] managed on behalf of the 
mentioned users,⁷⁰ an MM firm must segregate its own funds from that of users,⁷² and an MM firm 
must ‘not co-mingle users’ funds with those of third parties and must insulate them against the 
claims of other creditors of the firm.’⁷³ Brazil gives users the right to segregate their assets from the 
assets of the insolvent firm’s estate.⁷⁴ Yet another approach, used in the European Union, involves 
specific rules that ban the comingling of funds.⁷⁵ Furthermore, in Chad, Congo, and El Salvador, 
users’ funds must not be subject to ‘attachment’ by creditors of the MM firm.⁷⁶ In other countries, 
such as Paraguay, users’ funds must be treated as ‘autonomous assets’ that are not subject to 
seizure by creditors of the MM firm.⁷⁷

The central problem is that there is no legal instrument – such as a trust – that actually translates 
these asset segregation requirements into specific legal obligations. This means these provisions 
appear to have little or no effect in law.

The discussion below begins new thinking on this topic by mapping out a patchwork of tools, 
outlined in Table 2, that civil law countries can use to protect user’s funds. The legal effectiveness 
of many of these tools is unclear, however classifying them in the manner discussed below can 
potentially provide an initial framework for exploring their operation.

Table 2: A Patchwork of Tools for Civil Law Countries

The discussion below provides additional details on these different tools.

3. Civil law countries



Limits on how much money people can store and transfer through mobile money can minimize 
people’s exposure to risk that come from failure of a MM firm. By analogy, a person can generally 
store as much of her personal wealth as she wants in her bank deposit. This means collapse of 
the bank can destroy her asset base. Limitations on how much someone can store in her mobile 
money account reduces her exposure. 

Storage and transaction caps on mobile money can also facilitate other innovations that can 
leverage surrounding regulatory frameworks. One model is a partnership between Safaricom and 
the Commercial Bank of Africa (CBA), launched with the CBK’s approval on 27 November 2012.⁷⁸ A 
customer can transfer funds from her M-Pesa account to a linked M-Shwari bank deposit provided 
by the CBA. Unlike M-Pesa, M-Shwari was specially designed, regulated, and marketed as a 
savings service.⁷⁹ A customer can obtain an interest rate of 6% through her M-Shwari deposit and 
her funds are fully protected by bank regulation.  A key benefit is that she can transfer any savings 
in her M-Pesa account into her M-Shwari bank deposit which is then protected by bank regulation.

3.1 Minimize exposure to risks
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A second set of tools operate to minimize the likelihood of financial distress (liquidity or bankruptcy 
problems) of a MM firm in a civil law country. They operate by requiring the MM firm to invest 
user’s funds in safe, liquid assets and otherwise operate in ways which minimize the likelihood of 
financial distress.

3.2 Prevent institutional distress

3.2.1 Restrictions on use

Restrictions on use specify that users’ funds cannot be used for anything other than mobile money 
transactions and are stored in liquid assets. Effectively implemented, this reduces the likelihood 
that users’ funds are used for the type of illiquid or risky investments that can lead to liquidity and 
bankruptcy problems for the MM firm, respectively. For example, Indonesia and Ethiopia have 
extensive provisions surrounding restrictions on the use of funds.⁸⁰ In Indonesia, funds must be 
stored as an immediate liability post or various liabilities, at least 30% of float funds in cash or on 
demand deposit at deposit taking ‘BUKU banks’ (meaning core capital of $2.308 billion), and a 
maximum of 70% of the float funds must be placed on securities / financial instruments issued by 
the Government or Bank of Indonesia (Indonesia’s central bank), or an account with Bank Indonesia.
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3.2.2 Custodian

Most regulatory frameworks permit an MM firm to store users’ funds within one if its own business 
units. So, for example, a mobile phone company providing mobile money can store users’ funds 
in one of its general accounts. Regulatory frameworks in civil law countries appear to permit this 
model. For example, some Latin American jurisdictions require MM firms to provide the service 
through a separate firm.⁸¹ However, this separate firm may provide a range of transactions in 
relation to mobile money, such as registering accounts, dealing with complaints, and addressing 
fraud in addition to storing, transferring and receiving users’ funds. Conceivably, users’ funds could 
be mixed up in those other transactions. For example, an MM firm may reimburse one user for 
fraud by drawing upon the general pool of funds received from users.

A ‘custodian’ model can strengthen protections against distress of an MM firm. This model involves 
storing funds with a separate firm.⁸² This separate firm would simply receive, store, transfer and 
withdraw funds.

The M-Pesa service in Kenya uses this approach. Safaricom, the firm providing M-Pesa, never 
receives users’ funds. Instead, they are paid directly to another firm, called the ‘M-Pesa Holding 
Company’ (MPHC).⁸³ This approach creates the following distinction. Safaricom performs mobile 
money services and facilitates mobile money transactions. The MPHC actually performs payment 
functions because this firm, not Safaricom accepts, stores, transfers, and pays out funds.

The M-Pesa custodian model can strengthen protections against distress of an MM firm in the 
following ways. One of these is users and/or policymakers can more easily monitor whether the 
MM firm is complying with the 1:1 relationship and wider requirements in regulation. This is because 
users and/or policymakers must only monitor how the custodian deposits, stores, transfers and 
withdraws funds, not other transactions that an MM firm might perform in the course of providing 
the service. Addressing fraud is a useful example, as discussed above.

Furthermore, collapse of the MM firm does not, in itself, directly cause loss of value or illiquidity risk. 
This is because users’ funds are stored within a separate firm, which presumably, is not insolvent. 

And finally, storing funds with a custodian makes it is easier for a regulator to transfer users’ funds 
to another, solvent firm which can address liquidity, loss of value and illiquidity risks if and when 
they arise.  Section 5 below explores this point in greater detail. 

Civil law countries appear to have legal arrangements for other types of services that are similar 
to custodians, but their precise legal effect is unclear. For example, in the Netherlands, an 
investor and intermediary can establish and jointly own a collective pool of eligible securities. 
Since these securities are jointly held, they are not legally classified as the intermediary’s assets. 
Thus, intermediary’s creditors have no claim against the jointly held securities even if they have 
one against individually held securities.⁸⁴ Other civil law regimes such as Mexico, France, Italy, 
Bolivia, Peru and Quebec allow for the existence of a separate patrimony that is protected from 
insolvency.⁸⁵ Since neither the settler, fiduciary nor beneficiary has any real property rights over 
the assets, they are not affected if the fiduciary becomes bankrupt.
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France and Germany also use civil law asset securitization frameworks which can potentially 
operate as a custodian. Selected assets are transferred to a “Special Purpose Vehicle”, which 
can either be created for a specific securitization transaction or reserved for use for multiple 
transactions. This Special Purpose Vehicle can then be registered as a separate legal entity in the 
form of a corporation, a partnership or a limited liability company.⁸⁶

We need new thinking on how different custodian models can be adapted to mobile money. This 
is because we do not know exactly how such models operate during bankruptcy proceedings. 
For example, under certain conditions, insolvency of a firm can be extended to other companies 
within the same group, potentially including a custodian. These circumstances can include so-
called ‘piercing the corporate veil’, when a court holds a shareholder responsible for the actions of 
the corporation as if it (the corporation) were the actions of the shareholder, and potentially fraud.⁸⁷ 
Further research and possibly one or more court cases will be required to clarify the precise legal 
effectiveness of custodians.

3.2.3 Mandate contract

Many civil law countries have ‘mandate contracts’ which operate in the following way:

• One party (the agent) commits to act in the interests of another (the principal) in exchange 
for a fee;
• The agent is responsible for carrying out the objectives mandated by the principal and 
under the conditions outlined in the contract. 

A mandate contract can be tailored to mobile money. This is because users (principals) will hand 
over funds to an MM firm (agent).

A mandate contract cannot achieve funds segregation and so cannot protect users’ funds against 
loss of value and illiquidity risks. This is because, when the user purchases e-money from the MM 
firm, he/she exchanges proprietary rights over the funds for the right to transact using e-money. 
Thus, the user no longer owns the funds – they become the assets of the MM firm.

However, a mandate contract can contain rules requiring the MM firm (as agent) to operate 
prudently and protect users’ funds, which reduces the likelihood that this actor enters financial 
distress and ultimately insolvency. For example, provisions in a mandate contract could state 
that the MM firm must store users’ funds in liquid assets, perform regular checks of users’ funds, 
provide reports to users, and otherwise exercise reasonable care.
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Diagram 2: Mandate Contract between Mobile Money Users and Mobile Money Firm

A mandate contract could also be used between the MM firm and the bank(s) in which users’ funds 
are stored. The MM firm could require the bank to keep custody of user’s funds according to the 
duties outlined in the contract. The bank (as an agent) would be bound by the duties listed in the 
contract or the more advanced good faith duties stipulated by law, similar to a fiduciary under a 
fiduciary contract. Such tools may reduce the likelihood that the bank enters financial distress, which 
in turn protects users’ funds stored in the bank account.

Diagram 3: Mandate Contract between a Mobile Money Firm and a Bank
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3.2.4 Capital

Capital buffers are another method to protect users’ funds. This involves requiring the MM firm to 
hold capital against its mobile money liabilities.

Capital is a form of private insurance and so can reduce the probability that an MM firm enters 
financial distress. Such obligations require the MM firm to use its own capital to meet losses of 
users’ funds.⁸⁸ Put alternatively, capital acts as a buffer, reducing the risk that the MM firm will 
become insolvent as a consequence of a decrease in the value of its investments. This instrument 
does not, in itself, operate in bankruptcy proceedings to address loss of value or illiquidity risks. 

There are also a number of important considerations involved in capital requirements, one of 
which is: how much capital is appropriate for MM firms? As of yet, there is no policy guidance 
on this point because it will depend upon the likelihood of failure of the MM firm’s investments, 
which will vary across asset classes and jurisdictions. Potential capital levels will also depend upon 
the likelihood of loss due to internal actions of the MM firm. The absence of failure of MM firms 
means it is difficult to predict what capital levels are required. There is also a potential trade-off 
between capital levels. Higher levels of capital can have consumer protection benefits. It builds the 
credibility of the 1:1 relationship by increasing the likelihood that the MM firm can fully reimburse 
users in the event of financial distress. Doing so can also have financial inclusion benefits because 
regulators and/or unbanked people may be more likely to trust the service.

However, greater capital requirements can increase compliance costs on the MM firm which may 
impede financial inclusion.⁸⁹ These greater compliance costs may be passed onto users in the 
form of higher fees, making the service unaffordable for users ‘at the margins’.⁹⁰

Higher capital requirements may also prevent smaller, potentially more innovative MM firms from 
entering the sector. Barriers to entry of this kind may inhibit competition and innovation in mobile 
money, which in turn impairs the spread of this service to larger numbers of low-income and 
unbanked users.

The second bundle of tools can become part of a civil law country’s patchwork of protections 
for users’ funds by operating if and when an MM firm becomes insolvent. This material below 
comprises new thinking because it involves discussing tools that are yet to be designed for mobile 
money. Further research is required into their potential operation.

3.3 Tools for institutional distress
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3.3.1 Fiduciary transactions

Some civil law countries require MM firms to hold users’ assets under a fiduciary contract, which 
then take the form of certain arrangements such as a fiducia in France and fideicomiso in Latin 
American countries.⁹¹ A fiduciary transaction is an arrangement under which one party – the settlor 
– conveys property to another – the fiducia – and the latter agrees to use that property for a 
specific purpose.  In addition, the fiduciary agrees to transfer the fiduciary assets to one or more 
beneficiaries upon fulfillment of the agreed purpose.⁹²

Diagram 4: Fiduciary Contract

Civil law countries can use fiduciary arrangements for mobile money if such contracts are drafted 
carefully. In this scenario, the MM firm will be considered a fiduciary and users will be beneficiaries.⁹³

A fiducia contract can achieve fund segregation goals and so protect users’ funds against loss of 
value risk, although two points require careful consideration. One of which is a lack of background 
governance rules for fiducia contracts. Usually, trusts outline a range of explicit and implicit duties 
of a trustee to beneficiaries. In contrast, fiduciary contracts do not have general background rules 
outlining the fiduciary’s duties to users.⁹⁴

As a result, a regulator wanting to protect users’ funds through a fiduciary contract will need to 
specify clear duties of the fiduciary, potentially through a mandate contract. Such duties can 
include ‘fit and proper’ tests for the fiduciary and arrangements requiring the safe storage of funds.
 
A second, more fundamental problem is that fiduciary contracts are not universally recognised 
and do not necessarily have the same effect across civil law countries.⁹⁵ These factors depend on 
the will of the parties⁹⁶ and/or the operation of the law.⁹⁷
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Moving forward, a fiduciary contract can be effective when a country’s jurisdiction:

• Recognises the legality of this legal instrument;
• Classifies fiduciary assets (users’ funds) as separate from the assets of the MM firm; and
• Recognises the validity of a contractual clause that states that insolvency of the MM firm 
is a valid ‘agreed purpose’. This may mean that insolvency of the MM firm permits users’ 
funds to be transferred to users (as beneficiaries).⁹⁸

The newness of mobile money means we do not know exactly how fiduciary instruments will 
operate during insolvency of an MM firm. Court cases involved with such insolvency may provide 
the type of clarity needed to determine the usefulness of this instrument.

3.3.2 Innovative contractual mechanisms  

Another option involves using other innovative contractual mechanisms to try to achieve asset 
segregation. These are hypothetical at this stage and require additional legal attention and analysis.
 
One option involves novel contractual terms between the MM firm and creditors. For example, the 
MM firm could include terms with creditors which require them to relinquish any potential claims 
against users’ funds. Contracts with mobile money users could include a clause that the MM firm 
has entered into such agreements with creditors.⁹⁹

Civil law countries seeking to use innovative contractual mechanisms will need to identify the legal 
pre-requisites required for such arrangements to work. Such contracts will need to be consistent 
with contracts, insolvency, and other areas of law. Additional research is required on the form of 
such tools.

3.3.3 Insurance

Private or public insurance is another option for protecting users’ funds. This option may be 
particularly attractive in jurisdictions in which implementing the other options discussed above, 
particularly a fiduciary, are not feasible due to legal or other constraints. Private or public insurance 
can protect users’ funds by guaranteeing their availability. Private insurance would involve a firm or 
another type of private actor providing funds to an MM firm in institutional distress. Public insurance 
involves the state taking this role through, for example, deposit insurance schemes.

Private and public insurance does not feature widely in mobile money regulatory frameworks, 
however there are some exceptions. For example, Colombia covers mobile money funds under 
its public deposit insurance schemes.¹⁰⁰
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Several issues arise when implementing private or public insurance for mobile money. One is that 
an insurance scheme would not be cost-effective or suitable in markets with small numbers of 
mobile money. This is because insurance companies need large numbers of clients to avoid the 
risk of having to make simultaneous payouts across all clients. Doing so would rapidly deplete its 
resources.¹⁰¹

Another is that the cost of insurance might impede financial inclusion goals.¹⁰² This is because 
MM firms may pass on the cost of mandatory insurance to users. Doing so may make the service 
unaffordable for some users, particularly those from low-income communities.

Insurance may address loss of value risk but does not necessarily address illiquidity risk. This is 
because, depending on the legal arrangements between insurance and insolvency law, users 
may need to wait until the end of insolvency proceedings in order to access their funds. So this 
means that funds are available but users face a delay in receiving them.

Insurance could lead to moral hazard whereby MM firms have less incentive to adequately protect 
users’ funds according to the rules outlined above. Policymakers may then need to introduce 
additional capital requirements to address moral hazard, much like in banking. The additional 
regulatory costs from such requirements may impede financial inclusion goals, as discussed 
above.

Finally, insurance may not be feasible in some jurisdictions due to lack of local capacity. This is 
because the insurer itself – whether a private or public actor – could itself enter financial distress 
when seeking to support the firm which is using this instrument. Regulation can address this 
problem by mandating that private insurance companies must pass certain liquidity and solvency 
tests before they can serve mobile money users. Public insurance bodies, such as government 
deposit insurance agencies, would need to carefully consider whether they have sufficient funds 
and administrative ability to extend their support to mobile money schemes.
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A third, unexplored question is whether there is any justification for extending crisis management 
tools of the type that normally apply to banks, to MM firms. This is a next generation regulatory 
topic. 

Clearly some of the justification of extending crisis management tools to banks do not apply to 
MM firms. For example, one justification is that banks’ credit creation activities mean this type of 
firms have fragile capital structures.¹⁰³ Portfolio restrictions usually mean MM firms cannot engage 
in credit creation.¹⁰⁴

However, crisis management tools may be appropriate if collapse of mobile money creates a form 
of systemic risk. By analogy, crisis management tools are imposed on banks partly to address 
potential systemic risk that can arise through their failure.¹⁰⁵

This leads to a key question: what does systemic risk look like in mobile money sectors? This 
question tends to be unexplored because few people forecast the rapid growth of mobile money 
to the point that it may have systemic consequences.¹⁰⁶ Furthermore, many international standards 
on systemic risk tend to assume that banks underpin payment systems, not non-banking payment 
services, such as mobile money.¹⁰⁷

We need a type of stress test enabling us to perform a ‘what if’ - predicting the effect of a shock on 
an MM firm, users’ funds stored within it, and potential impact on the surrounding mobile money 
and wider financial systems. A better understanding of likely consequences of failure can help 
us design appropriate rules. Such rules can focus on individual firms (so-called ‘micro prudential’ 
regulation often applied to banks) and the system as a whole (so called ‘macro-prudential’ 
regulation).¹⁰⁸

Such tools are applied on banks but have yet to be adapted to mobile money. Certain stress tests 
focus on individual banks, normally carried out by banks themselves or supervisors. Central banks 
and/or supervisory agencies also perform systemwide stress tests.¹⁰⁹

This section provides new thinking for mobile money stress tests by claiming that realization of 
loss of value risk may cause significant economic damage to lower-income communities that have 
stored a substantial portion of their wealth within the service. However, it is unlikely to significantly 
damage the surrounding economy. In contrast, illiquidity risk from failure of a MM firm may disrupt 
a large number of transactions in the economy which could cause significant economic disruption. 
The discussion analyses M-Pesa in Kenya and notes that future research projects can take these 
initial findings much further.

4. Systemic risk
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4.1 Loss of value risk

Realization of loss of value risk (loss of users’ funds to third party creditors of the MM firm) may 
cause significant economic damage to individual lower-income users, but is unlikely to significantly 
damage the entire economy. A lower-income person may store the majority of her wealth within 
her mobile money account. She may then lose much of her economic well-being should the MM 
firm collapse. However, usually mobile money storage caps mean more wealthy members of the 
public can only store a small portion of their wealth in the service. They will need to find alternative 
instruments in which to store the majority of their wealth, such as bank deposits. This suggests 
that the overwhelming majority of wealth in a country is likely to be stored outside of mobile 
money, probably in the banking system.

M-Pesa in 2013 provides a useful example of the effect of storage caps in limiting the amount of 
wealth held in mobile money. As discussed above, originally a significant portion of M-Pesa users 
were unbanked and otherwise of low-income background, suggesting they may lose a non-trivial 
component of their wealth through loss of value risk.¹¹⁰ However, M-Pesa funds stored in Kenyan 
banks comprised around 0.2% of Kenya’s depositor base, suggesting the overwhelming majority 
of the country’s wealth was stored in other assets, probably the banking system.¹¹¹ This data is 6 
years out of date and it is conceivable that M-Pesa and potentially other mobile money schemes 
now store a much greater proportion of wealth in the Kenyan economy.

4.2 Illiquidity risk

Realization of illiquidity risk (a delay in returning users’ funds) may significantly damage a country’s 
economy by halting payment transactions. By illustration, in 2018, M-Pesa processed 16 million 
transactions every day in Kenya.¹¹² Without effective regulatory frameworks, collapse of Safaricom 
would halt these transactions until insolvency proceedings are complete. This process may take 
several years given that the average time for completion of a bankruptcy procedure in Kenya is 4.5 
years, as discussed above.¹¹³ M-Pesa users, comprising the vast majority of Kenya’s population, 
would be unable to make payments when due, obtain funds from family members to manage risk, 
and otherwise transact in the formal and informal sectors. 

The growth of mobile money schemes in other countries means collapse of this service could 
damage jurisdictions beyond Kenya. For example, in 2019, there were 59 million mobile money 
accounts in Bangladesh out of a population of 164.7 million.¹¹⁴

There may also be significant follow-on effects of illiquidity risk for the informal economy. 
Disruption to mobile money may mean people cannot make transactions to counterparties with 
actors in the informal economy. Disruptions to those transactions may cause significant damage 
to the economy.  This is because in many developing countries the informal economy comprises 
a significant portion of overall economic activity – often between 40-70%.¹¹⁵
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We then need criteria for determining the potential consequences of illiquidity risk on an 
economy. We can borrow components of this criteria from international standards issued by the 
International Monetary Fund, Bank for International Settlements, Financial Stability Board,¹¹⁶ the 
United Kingdom’s Independent Commission on Banking (2011),¹¹⁷ wider literature on the regulation 
of financial institutions and markets, and development economics.¹¹⁸ Future research needs to 
develop this criteria in greater depth.  

While future research is required on this topic, there appears at least a prima facie case for 
exploring crisis management tools, particularly those which can address illiquidity risk. The next 
section explores such tools in greater detail.
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5. Crisis management

Section 4 has suggested that at least one of the justifications for imposing crisis management 
tools on banks may apply to a large MM firm. This is major realization of illiquidity risk. 

The next question is: what form should crisis management tools actually take for mobile money? 
There are a range of potential options. These could include one or more of deposit guarantee 
schemes, emergency liquidity assistance facilities, and special resolution regimes. 

Certain focus countries have implemented what appear to be crisis management tools but their 
precise legal and administrative operation is unclear. Such tools appear designed to address 
illiquidity risk. They return users’ funds more quickly than might be the case if the firm goes through 
regular bankruptcy proceedings. 

Kenya provides a suitable example. The CBK can take a range of steps in the event of insolvency 
of an MM firm such as Safaricom.¹¹⁹ These include:

• Take over control of the business of the MM firm to safeguard and facilitate the distribution 
of money in the trust fund;¹²⁰
• Notify the institution holding the trust funds to cease dealing with the funds until the 
institution receives directions from the CBK;¹²¹ and
• Appoint any person, including another MM firm, to distribute the balances held in the 
trust fund.¹²² 

Kenya’s funds dispersal mechanism has never been used in practice and so its effectiveness is 
unclear. Like other tools discussed in this paper, this is because of the newness of mobile money.
 
However, in theory, Kenya’s funds dispersal mechanism has a range of limitations, one of which 
involves potentially impeding financial inclusion goals. This is because, in its current form, Kenya’s 
scheme aims to return funds to users. For already banked users, this may not be a problem. This 
is because funds would be returned to her bank account. Presumably, she could still use these 
funds through other electronic means, such as bank payments. However, for unbanked users 
– namely those who do not have a bank account and only use mobile money –funds would be 
returned in cash form which is the opposite of financial inclusion goals.

Furthermore, the funds dispersal regime may not be feasible in practice. This revolves around the 
feasibility of returning funds to otherwise unbanked users in cash form. Many unbanked and other 
low-income communities may live a long way from Nairobi and other main Kenyan cities, making 
them costly to reach.¹²³

Finally, and perhaps most importantly, the legal effect of this tool – which appears to be designed 
to ensure financially distressed MM firms do not enter Kenya’s bankruptcy regime – is unclear. The 
provision appears designed to enable the CBK to disperse funds before a financially distressed 
MM firm enters bankruptcy proceedings. However, it is unclear whether and if so how these 
provisions conflict with other Kenyan legal frameworks particularly the Insolvency Act. Other laws 
in Kenya may prohibit the type of funds dispersal mechanism outlined in the country’s mobile 
money regulatory framework. 
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Tanzania and Ethiopia have also introduced what appear to be accelerated funds dispersal 
procedures.¹²⁴ Such procedures also appear to face the same central challenges of Kenya’s 
mechanism. 

Ethiopia’s dispersal procedure, contained in the Payments Directive which was issued by the 
National Bank of Ethiopia (NBE) on 31 March 2020, is particularly complex. Regulatory provisions 
state that a payment provider who intends to terminate or wind up its operation shall: (a) notify 
users about how they can obtain their money, (b) give users ‘at lease [sic] a period of three 
months’ [sic], and (c) pay the outstanding amount to the users’ account either in cash or transfer to 
another account as per user’s instructions at no charge.¹²⁵ The payments provider must retain any 
unclaimed funds for 15 years and, at the end of that period, transfer unclaimed funds to the NBE 
and keep detailed information relevant to the account.¹²⁶

Similar to Kenya, it is not clear how Ethiopia’s arrangement would operate. A starting point involves 
clarifying the relationship between relevant Ethiopian regulations. As a central bank directive, the 
Payments Directive is unlikely to override insolvency legislation which in Ethiopia is contained in 
the Commercial Code. This suggests that the regular provisions of the Commercial Code would 
apply to a MM firm in financial distress and insolvency, not the provisions in the Payments Directive. 
This means this funds dispersal mechanism does not appear to protect users’ funds from loss of 
value and illiquidity risks.

The United States’ Federal Deposit Insurance Corporation receivership regime (FDIC regime) 
provides a starting point for thinking about funds dispersal mechanisms for users’ funds. The FDIC 
regime focuses on waiving property rights to effect a very rapid transfer of complex assets and 
short-term liabilities to a purchaser, which stands behind these liabilities and thereby ensures 
stability.¹²⁷ The FDIC regime could be modified for mobile money. It would essentially involve 
implementing the type of license transferal mechanisms used for utility companies. In this case 
licenses – users’ funds - are transferred from an insolvent to a solvent MM firm.¹²⁸

A number of important policy issues arise when trying to design an accelerated transfer regime, 
including the authority of local policymakers to administer it. For example, it is not clear whether 
the CBK or any other policymaker has the legislative authority to transfer funds from an insolvent 
to solvent MM firm.¹²⁹

Furthermore, an accelerated transfer procedure may impact other legislation. For example, a 
range of user data may need to be transferred from an insolvent to solvent MM firm. This would 
involve personal information and passwords. Procedures around such information will need to be 
consistent with other regulation in Kenya, particularly privacy legislation relating to the protection 
of people’s data.

A range of additional research is required into the challenging task of unpacking the legal, policy 
and regulatory issues involved in designing and implementing ex post regulatory tools for mobile 
money.  This section has provided a starting point. Additional research involves exploring potential 
bail out of MM firms, emergency liquidity, loosely termed 'lender of last resort’, and other options 
commonly used on banks.  We would also need to determine how such tools fit together, potentially 
in a form of macroprudential regulation.
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Conclusion

We can develop some clarity on regulatory frameworks for mobile money by understanding that 
the service operates a ‘shadow limited-purpose deposit’ system, creating a range of issues that 
require new regulatory thinking. We need to attend to these issues now given the rapidly growing 
size of mobile money sectors across the developing world. This paper has provided starting 
points for understanding four important regulatory issues: appropriate governance tools for trusts 
instruments, legal instruments civil law countries can use in the place of trusts, potential systemic 
risk that can arise through collapse of a major MM firm, and crisis management tools that can 
address such a collapse. 

We need much more research on these key topics. Eventually, we will need to determine how the 
tools discussed in this paper, and others commonly used in mobile money schemes, fit together 
in a holistic toolkit. Such a toolkit can build stronger, more durable mobile money sectors across 
the developing world.
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